WndopManHOHHAS NAMATKA /1151 HECOBEPLICHHOIETHHX 110 BOIPOCam
KnOepOe30nacHOCTH
B ceTH «HTEpHED

KoMinbloTepHbIe BHPYCHI

KOMIbIOTEPHBIM BHPYC - 3TO Pa3sHOBHAHOCTH KOMIIBIOTEPHBIX IMPOrpamM,

OTJIAYHTENBHOM 0COBEHHOCTEIO KOTOPOM SBIAETCS ClIOCOOHOCTD K PA3MHOKCHHUIO

(xonMpoBaHui0). B JIOTONHEHHE K 5TOMY, BHPYCEI MOTYT IOBPEIWTH WA

[TOJIHOCTBIO YHHYTOKHTH BCe (haiiinbl ¥ JaHHbIE, TIOAKOHTPOIBHEIE TT0JB30BATENIO,

OT WMEHH KOTOpOro ObLia 3arylieHa 3apakEHnas nporpaMma, a Takxe NoBpe/uTh

WA OaXKe YHHYTOXKUTH OIEPAMOHHYIO CHCTEMY CO BCECMH ¢aitnamu B 1iesoM. B

GOJIBIIMHCTBE CIIyYaeB PacIpOCTPAHSIOTCS BUPYChl Yepe3 MHTCPHET.

MeToAbl 3al{ATHI OT BPEJOHOCHBIX NPOrpamMMm:

1. Hcnmons3y# coBpeMeHHBIE ONEpPallHOHHBIE CHCTEMBI, NMMCIOIIME
CEpBE3HBIN YPOBEHb 3AIMTEI OT BPELOHOCHBIX POTPAMM;

2. [MocTrosHHO YycTaHaBiuBai nardm (UMGpPOBble  3aNIaTKH,
KOTOpbIe aBTOMATHYECKH  YCTaHABIUBAIOTCA C  TICJBIO 10paboTKH
nporpaMmel) H APYrHe OCHOBIEHMs CBOEH ONePAIMOHHOH CHCTEMbL.
CkaumBaii WX TOmbKo ¢ oduuuansHOro caifra paspaborumka OC. Eciu
CYIIECTBYET PEKUM aBTOMATHIECKOTO OOHOBICHIS, BKIIIOUHU €r0;

3.  Paborail Ha cCBOEM KOMITBIOTEPE IO, NpaBaMH MOJb30BATENA, &
He aIMHHHCTpATOpa. JTO HE IO3BOJWT OONBIIMHCTBY BPEJIOHOCHBIX
MporpamMM HHCTAILTHPOBAThLCS HA TBOEM MEPCOHANBHOM KOMITBIOTEPE;

4.  Hcnonssyi AaHTUBHPYCHBIE  TNPOIpaMMHBIC  IIPOAYKTHI
H3BECTHBIX [[POU3BOJHTENEH, C aBTOMATHUECKAM OOHOBNeHHEM 0a3;

5. Orpanuub (U3MUECKWH  JOCTyIl K  KOMIBIOTEPY  JULL
MTOCTOPOHHHUX JIMIT;

6. Wcromp3y# BHEIIHHe HOCHTENH HH(OpMaLMK, TaKMe Kak
(memka, mucxk wim daiin w3 HHTepHETa, TOIBKO M3 MPOBEPEHHBIX
HUCTOYHUKOB;

7 He oOTKpbIBaii KOMIIBIOTEpHBIE (aiiiibl, MNOIYYeHHBIC U3
HeHAXEKHBIX HcTouHMKOB. [laxe Te ainbl, KOTOpBIE TpHCian TBOH

3HaKoMsIi. JIydle YTOUHH Y HEro, OTIPABIISIL U OH Tebe KX.



Cerun WI-FI1

C momompr WI-Fi MOXHO TOnyduTh OeCILIaTHBIA WHTEPHET-NOCTYI B

06 IIecTBEHHBIX MecTax: kade, OTesX, TOPIOBBIX LEHTpax U asporoprax. Tak xe
SBISETCS OTJIHUHON BO3MOXHOCTBIO Bbixoja B MHTepHeT. HOo MHOTHE 3KCTIEPTHI
cumrator, 4to obmenoctynHsie WiFi ceTi He ABIsAIOTCS Oe30MaCHBIMA.

CogeTbl 10 Ge3onacHocTH paGoTel B o6menocTymHbIX ceTax Wi-fi

1. He mepenmapaii CBOIO IJHYHYIO HUHQOpMAluio  depes
obmegoctyraee Wi-Fi ceru. Paboras B HHX, JKEIATCIBHO HE BBOIWTDH
IapoJIK JIOCTYTIa, TOTHHEI i KaKie-T0 HOMEpa;

2. Hcnons3syii w OOHOBIAH aHTHBHPYCHBIE MPOrpamMMBl H
6parmmaysp. TeM caMbIM Thl 00e30TIacHIIb ceds OT 3aKavKK BUPYCa Ha TBOS
yCTPOMNCTBO;

3. TIpm wucrmons3osanuu Wi-Fi oTkioud  QYHKIMIO «O0mui
noctyn kK (aiinaMm ¥ npuHTepam». JlaHHas (YHKIHS 33KpbITa IO
YMOTYAHHIO, OJHAKO HEKOTOpbIe [OIB30BATENM dAKTHBHPYIOT e€ s
yao6cTBa KCTONB30BaH|A B paboTe mi yaeoe;

4.  He wcnonssyit mnybmuuneii WI-FI nus nepejadw JTHIHBIX
IAHHBIX, HApUMep, MV BBIXOJA B COLMAIBHBIC CETH MM B 3JIEKTPOHHYIO
TOYTY;

5.  Hcmonp3yit TOIBKO 3alIMIICHHOE COSMHEHHC YCpPe3 HTTPS, a
se HTTP, T.e. mips HaGope BeG-apeca BBOAM MMEHHO «https://»;

6. B mobunsHOM Tenedore oTkmoun QyHKIHo «IToAKII0YeHHE K
Wi-Fi asromatmuecku». He gomyckall aBTOMATHYECKOTO IIOAKIIOYEHMA

yerpoitersa K cetssm Wi-Fi 6e3 TBoero cornacus.

CouunajbHble CeTH

ColManbpHas CETh - HTO CalT, KOTOPBIA NIPEOCTABNAST BO3MOXHOCTD JIFOIIM
OCYIICCTBIATE OOILIEHHES MEKIY coboii B mMHTepHeTe. Yaie BCEro B HUX IS
KaXIOro 4YeJoBeKa BEBIAEIseTcs CBOS IHYHAsA CTp'aHﬁqKa, HA KOTOpOH OH
yKaspiBaeT 0 ce0e paznudHyr HH(QOPMAlHIO, HA9WHAS OT MMEHH, GamMuIan U
3aKaHuYMBasg JMYHEIMA (QoTorpadusiMia. MHOTHe [10Jb30BATENN HE IIOHUMAIOT, HTO
uHG(OpPMAITKS, Pa3MelleHHAs UMM B COLMATBHBIX CETSX, MOXET OBITH HaWIEHa W
MCIONB30BAHA KEM YrOAHO, B TOM dYHCIe He O00f3arTelbHO C Omarumu

HaMEpeHUSIMH.



OcCHOBHBIE COBETHI 110 6€30MACHOCTH B COMHATBHBIX CeTHX:

1. OrpaHmyb CIIHCOK Apy3eH. Y TeOs B APy3pAX HE NOIIKHO OBITH
CITyJalHBIX ¥ He3HAKOMBIX JOIEH;

2. Bamumail cBOK HacTHYIO OJKkM3Hb. He ykaspBail Iapoim,
teseoHBI, ajpeca, JaTy TBOErO POXIEHMS M JAPYIYIO JHTHYIO
pHGOPMALHIO. 3TOYMBIIUIEHHAKA MOTYT UCIOJIB30BATE JaXe uH(bOopMaIIUIO
0 TOM, KaK Thl ¥ TBOM POJHUTENH IVIAHUPYETE IPOBECTH KaHHKYJIBI;

3. 3alyiai cBOK peryTalHio - JepKH €€ B YUCTOTe H 3aaBai
ceGe BOIpOC: XOTell GBI THI, 9T00BI APyrUe MONB30BATENH BUJICIH, YTO THI
sarpyxaerns? ITomymal, TIpexkae 4eM 4TO-TO omy0MKOBaTh, HalMcCaTh 1
3arpy3uTh;

4. Eca® THl TOBOPHINE C IJIOABMH, KOTOPBIX HE 3HaeIlb, HE
UCIIONB3Yil CBOe peambHOe HMs ¥ APYIrylo IHYHYO uHbGOpMAaIK: WM,
MECTO JKUTENHCTBA, MECTO YueOhl i IpoYee;

5.  WsGeraii pasmemenus ¢ororpapuii B HuTepHere, rie Thl
u300paXkeH Ha MECTHOCTH, [0 KOTOPOH MOMKHO ONPEJeNUTh  TBOC
MECTOTIONIOKEHHE,

6. Ilpu perucrpanuyd B COLMAIBHOH  CETH He0OX0UMO
HCTIONB30BATh CIOKHBIE TapomH, cocrosiue u3 Oyks m wabp u ¢
KOJTHYECTBOM 3HAKOB He MeHee 8;

T Jlisi COLMANbHON CeTH, IOYTHl U JIDYTHX calToB HEOOXOIUMO

HCIOTB30BATH pasHble Taponu. Torma ecnd Teds B3IOMAOT,  TO

3JIOYMBILUICHHUKH rnogy4dar nocTynn TOJIBKO K OJHOMY MECTYy, a HC BO BCE

cpasy.

DaeKTPOHHbIE JeHbI'H

DIeKTPOHHBIE AEHbIH — 3TO OYeHb y/00HBIH criocod TUTaTekKeH, OZHAKO
CYI[ECTBYFOT MOIIEHHHMKHM, KOTOPBIE XOTST ITOILy4HTh ITH NCHBIH.

"DNEeKTPOHHBIE JICHBIM NIOSBUIACH COBCEM HEJIABHO ¥ HMEHHO- H3-32 3TOTO BO
MHOTHX TOCYIapCTBax 0 CHX MOp He MPONHCAHO MPO HUX B 3aKOHAX.

B Poccui jxe oHH (QYHKIMOHUPYIOT M O HUX YK€ ITPOITHCAHO B 3aKOHE, I/l®
MX Pa3NeNsioT Ha HeCKOJIBKO BHIOB - aHOHMMHBIC M HE aHOHHMHBIC. Pa3nuna B
TOM, Y4TO @HOHHMHEIE - 3TO Te, B KOTOPBIX paspemaercs MPOBOAUTE ONEPaIii oes3
paenTHGUKAIIAA  [OJB30BaTeNs, a B HE AHOHMMHBIX uAeHTHQUKALHA

IOIb30BATENA ABIACTCA 00513aTCIPHOM.



Taioke cluemgyer pasiM4arh OJIEKTPOHHBIC ¢uarHBle JeHBrd  (paBHBI
FOCY/IAPCTBEHHBIM BAIFOTAM) M 3JICKTPOHHBIS HedHaTHBe NEHBrU (HE PaBHBI
rOCYIapCTBEHHBIM BaTHOTaM).

OCHOBHBIE COBETHI 10 Oe30nacHoi padoTe ¢ 3JIEKTPOHHBIME ACHLIAMH:

1.  TIpuBsoKkE K cdeTy MOOMJIBHBIH TexeoH. 10 camblil y1OOHBIH
¥ GBICTPBIA CrIOcO0 BOCCTAHOBHUTE HOCTYIT K CHETY. TMpuBs3aHHbIH TeTe(OH
[TOMOIKET, eCITH 320y 1e1b CBOH MTATeKHBIH Tapollb HIH 3aiijiers Ha CaiT ¢
HEe3HAKOMOTO YCTPOHCTBA;

2.  Vcnonp3yi#t OIHOpPa3oOBbIE IIAPOJIH. Tlocme mepexoma Ha
YCHJIEHHYIO aBTOPH3AIHIO Tebe yxke He OymeT yrpoxaTh ONMAacHOCTH KPaKH
WM TIepexBaTa IUIaTeXHOTO IIapoJis;

3. Buibepu cioxHsIH mapoub. IIpecTynHIKaM Oyzer He IPOCTO
yrajaTh CIOXKHBIA mapons. HaaexkHble I1apomd — 970 [apoJid, KOTOPEIe
coziepikar He MeHee 8 3HAKOB U BKILOYAIOT B cebsi CTpOYHBIE H IIPOMUCHbIE
GyKBBl, LIUMPBE U HECKOIBKO CHMBOJIOB, TAKUE Kak 3HaK jJoiapa, QyHTa,
BOCKIMIATEeNbHBIHA 3HaK U T.11. Hamprmep, StROng!;;

4. He BRONM CBOM JIMYHEIE J@aHHBIE HA caiiTaX, KOTOPHIM HE

ZIOBepsiellb.

JeKTPOHHAA MOYTA

DNEeKTPOHHAS T0YTa — STO TEXHONOTUS ¥ NPEAOCTABIACMBIC €10 YCIIYTH I10
MepechUIKe B MOMYYeHIIO 3JIEKTPOHHBIX cO0OIIeH!H, KOTOPBIE PACIIPECIIAIOTCS B
xomnbrorepHoit  cetu. OOBHMHO 3NEKTPOHHBIH [JOUTOBBIM SIUK BBITTIAIUT
ceyIonmM 00pasoMm: HM$_[OJTB30BaTeNs (QUMS_JIOMEHA. Taxoke KpoMe neperain
IIPOCTOTO TEKCTA, IMEETCs BOSMOXKHOCTE ITEpe/IaBaTh (haitiib.

OcHOBHBIE COBETHI 0 Oe3onacHoii paGoTe ¢ 3/1eKTPOHHOH MOYTOI:

1.  Hamo BHOpaTh MPABUILHBIA MOYTOBBIH CEPBHC. B Hutepnere
eCTh OTPOMHBIM BBIOOp OECIIATHBIX MOYTOBBIX CEPBHUCOEB, OJIHAKO JIy4IIe
JIOBEPATH T€M, KOTO 3Haelllb U KTO TIepBbIi B PEUTHHIE,

2. He yxaspiBai B JWTHOM MNOYTS JHYHYIO HHGOPMALHIO.
Hanpumep, Iydrie BbIOpaTh «MY3bIKQTBHBIA_(Qanat@» HiIn «pox2013»
BMecTO «TemMal3»;

3. Wcnonb3yil JIBYXITAIHYI0 aBTOPU3ALHIO. 1o KOorjga IMOMHAMO

naposis HyKHO BBOAUTB KO/, MPACHLIAEMBIH IO SMS;



4, Bribepr CIOKHBIA maposib. [ KaKnoro MOYTOBOTO SLIMKA
JIOJKeH ObITh CBOX HaJIe)HbIN, yCTOWYMBBIN K B3JIOMY NapoJib; -

5. Ecnu ecTb BO3MOXHOCTH HANKcarhb CamMOMy CBOM JTUYHBIN
BONPOC, HCTIOJIB3YH 3TY BO3MOKHOCTD;

6. Mcmons3yil HECKOJIBKO IOYTOBBIX SINUKOB. IIepBBIM IS
4aCTHOM IEpelHCKH C ajpecaraMd, KOTOPBIM  Tbl JoBepsienrb.  JTO
SIEKTPOHHBIN afpec He HaJ0 WCIOIB30BaTh MpPH permcTpaly Ha (popymax
U cauTax;

T He otkpsiBaii (afinbl W APyrHe BIOXEHHA B MUChMaxX Jaxe
ecITE OHM TIPHILIM OT TBOMX JPYy3CH. JIydine yTOYHH y HHX, OTITPABILIN JIH
oHH Tebe 3TH (DanIIbL;

8. [locme OKOHUAHMSL pabOTHl Ha IIOYTOBOM CEPBHCE nepe/t

3aKPBITUEM BKIIAJIKH C caiitom He 3a0y/lb HAXXaTb HA «BBIATIY.

Ku6epOvUIHHT MK BAPTYAJIbHOE H3/1€BATE/ILCTEO

KubepOy/LUTHHT —  IPEC/ICNOBaHUE cOODIIEHUAMM,  COAEepKaIIIMU
ockopOIeHus., arpecculo, 3aIyIABaHHUE; XyJIUTaHCTBO; COLKAJILHOC
GORKOTAPOBAHIE C TOMOIIBIO Pa3IHTHEIX HHTEPHET-CEPBUCOB.

OCHOBHBIE cOBETHI 110 fopbie ¢ KHGepOy LIHHIOM:

1. He 6pocaiics B Goi. Jlyummi CII0COO: TOCOBETOBATECS KaK ce0s

BecTH ¥, €cln¥ HeT TOoro, XK KOMy MOKHO obparuThcs, TO BHAYAIC

YCTOKOMTECS.  Eciav  Thl  HAdHCMb  OTBEHATH ocKOpONIeHUsMH ~ Ha

ocKOpOIIeHHS, TO TOTBKO ellle O0IbIIIe PasONOKEIh KOH(DITHUKT;

2.  Vmopasmsii cBoei Kubeppery Talei;
3 AnonmMmocTs B cern MHEMas. CyllecTBYIOT c11oco0Bl

BBISICHUTB, KTO CTOHT 33 aHOHUMHBIM aKKayHTOM;

4. He crout BeCTH XyJIMraHckui o0pa3 BUPTyalbHON KU3HU.

WartepreT (QUKCUPYET BCE TBOU NeficTBESL B COXpaHdgeT MX. YJaluTh UX

Oyner Kpaiine 3aTpyHATEIBHO;

5. Beu cebst BEKIINBO;
6.  WrHopupy# eIMHUYHBIA HEeraTHuB. OHopa3oBbie
ockopOuTeNBHbIe COOOIIeHUs JTyHIIe urgoprpoBath. OOBMYHO arpeccus

IIpeKpanaeTes Ha HAuaJLHOW CTaIUH;



7. Bam arpeccopa. B mporpaMmmax oOMeHa MIHOBEHHBIMH
COOBIICHHAME, B COLMATBHBIX CETSX €CTh BO3MOKHOCTH OJIOKMPOBKH
OTIPaBKH COOOLIEHHUH ¢ OMpPeIeNIeHHBIX a/IPECOB;

8. FEcim Ter cBumerens kubepOymnunra. TBow  IEHCTBHMSL:
BEICTYITHTh TPOTHB MpecieIoBaTelld, 10Ka3aTh eMy, HUTO €ro NeHCTBUS
OLEHUBAIOTCS  HEraTHBHO, [O/UIEpXaTh JKEPTBY, KOTOPOH — HyXKHA
[ICHXOJIOIMIecKas MOMOIIb, COOOLIMTh B3pOCIHBIM O (haKTe arpecCHBHOIO

IIOBEICHWS B CCTH.

MobOnabHbIH Tej1ehoH

CoBpeMeHHEIe cMapTHOHBI U IUIAHIIETHI CO/IEPKAT B cebe BIOJIHE B3POCIIBLHA
dyHKIMOHAN, ¥ Temeph OHH MOTYT KOHKYPHPOBaTh €O  CTAIlHOHAPHBIMH
xommsroTepamu. OHAKO, CPEACTB 3aIATh AJIA 110,100HBIX YCTPOMCTB II0Ka 09CHB
mano. TecTupoBaHHe M IIOMCK YS3BUMOCTeH B HHX MPOMCXOJUT HE TaK
MHTeRCHBHO, Kak s [TK, To e caMoe KacaeTcs i MOOMIbHBIX TIPHIOKEHUH.

CoBpeMeHHBIE ~MOOUNBHEIE —Opay3epsl ykKe MPaKTHHeCcKM JOTHAIM
HACTONBHBIE AHAJIOrM, OJHAKO pacuMpeHre (YHKIMOHAna BJIEHYET 32 coboi
GOIBIIIYIO CIIOKHOCTH M MEHBIIYIO 3al[HIICHHOCT.

Jlasleko He BCe NNPOW3BOLUTENH BBIMYCKAIOT OOHOBIIEHHS, 3aKPBIBAIOIIME
KPUTHUYECKHE YSI3BAMOCTH ISl CBOUX YCTPOMCTB.

OcCHOBHBIE COBETbI sl Ge30MacHOCTH MOOHILHOTO TeJedoHa:

s by/ib OCTOpOXKEH, BeJb KOTIIa Tebe mpemraraloT OecnIaTHbIHR

KOHTEHT, B HEM MOTYT OBITH CKPBITEI KAKHe-TO IIATHBIC YCITyIH;

2. Jlymaii, npexzae 9eM OTHpaBuTh SMS, $oTO MM BHACO. ThI

TOYHO 3HAENIb, [Ie OHM Oy/[yT B KOHEYHOM UTOre?

3.  Heobxomumo OOHOBISTH OTEPAIHOHHYIO CHCTEMY TBOCIO
cMapThoHa;
4.  Wcnone3yid aHTHBHPYCHBIE IIPOrpaMMBL VIS MOOHIIBHBIX

Tene(oHOoB;

5. He 3arpy)aii IpWIOKeHHS OT HEH3BECTHOrO MCTOUHHKA, BEJb

OHM MOTYT COZIEPIKaTh BPEJIOHOCHOE MPOrpaMMHOE obecreuenue;

6. Tlociie TOro Kak Thl BBIAAEHIIL C caiTa, TAe BBOAMWI JIHYHYIO
uHOOPMAIIHIO, 3aH /11 B HacTpoiku Gpaysepa | yIaid cookies;
7. Ilepuopwueckw  TIPOBEpsid ~ Kak{e  TUIATHBIE — YCIyTH

aKTHBHPOBAHBI HA TBOEM HOMEPE;



8. JlaBaii cBoli HOMEpP MOOWIBHOTO Teide(OHA TOIBKO IFOMIAM,
KOTODPBIX Thl 3HACIIb U KOMY JOBEPSCIIE;
9. Bluetooth momken OBITh BBIKITIOYEH, KOrJa Thl UM He

mob3yernbesi. He 3abbiBait HHOIIa IPOBEPSTH 3TO.

@UIIHHT HJIH KPAaKa JHYHLIX IaHHBIX

I'naBuas mens ¢umuar - Buaa VHTepHEeT-MOIICHHHYECTBA, COCTOHT B
[OJy4eHIH KOH(QUISHIIMATBHBIX JaHHBIX IOJIb30BaTe/ e — JIOTHHOB H Tapoed.
Ha auriuiickom s3bike phishing amraercs kak dummer (ot fishing — peibHas
JOBJISE, password — 1mapoJsb).

OcHoBHBIE coBeTHI 110 Oopbie ¢ pHIIHATOM:

1.  Cremu 3a CBOUM aKKayHTOM. Ecii ThI 10703peBaeilib, 9TO TBOSA
apKera OblyIa B3IOMaHa, TO HEOOXOIMMO 3a0JOKHpPOBATh €€ U COOOLIMTH
a/IMHHHCTpaTOpaM pecypca 06 5TOM KaK MOXHO CKOPEE;

2.  Hcmons3yit Ge3omacHble BeD-CalThl, B TOM 4YMCIIE, MHTEPHET-
MAras{HOB U IIOUCKOBBIX CHCTEM;

3.  Hcnons3yii ciokHBIE U pasHble napoir. TakuM odpasoM, eciu
TeOsi B3JIOMAIOT, TO 3JOYMBIIUICHHUKH MOIy49aT AOCTYII TOJBKO K OIHOMY
TBOEMY TIPOGHUIIO B CETH, 4 HE KO BCEM;

4.  Ecmu Tebs B3MOMAmH, TO HEOOXOAMMO HPEAYIpPEIUTH BCEX
CBOMX 3HAKOMBIX, KOTOpEIE M00aBIeHs! y Te0sl B JIPY3bsIX, O TOM, 4TO TeOs
B3JIOMAIM M, BO3MOXKHO, OT TBOEr0 MMeHH OyHeT pacChUIaThCs cnam u

CCBIJIKH Ha (QUIIMHTOBBIC CANTHL;

5.  VYcrasosu najexusiii mapons (PIN) Ha MOOMIEHEIH TenedoH:;
6. OTKIIOYH COXpaHEHHE TTapois B Opays3epe;
7. He otxpeBail (ailibl U ApyrUe BIIOKEHHSA B IUCbMaX Jaxe

€CIld OHHM IIPHUIIITK OT TBOUX jipy3el. Jlydine yTOYHM Y HUX, OTIIPAB/ISUIH JI

onu tede 3TH (aiIrbl.



